IEEE Access

Multidisciplinary : Rapid Review : Open Access Journal

Received 6 May 2023, accepted 4 June 2023, date of publication 9 June 2023, date of current version 16 June 2023.

Digital Object Identifier 10.1109/ACCESS.2023.3285114

== RESEARCH ARTICLE

A Pairing-Free Certificateless Searchable Public
Key Encryption Scheme for Industrial
Internet of Things

XIAOGUANG LIU 123, HAO DONG"“%3, NEHA KUMARI4,
AND JAYAPRAKASH KAR 4, (Senior Member, IEEE)

1School of Mathematics, Southwest Minzu University, Chengdu, Sichuan 610041, China

2Guangxi Key Laboratory of Cryptography and Information Security, Guilin University of Electronic Technology, Guilin, Guangxi 541004, China
3Key Laboratory for Computer Systems of State Ethnic Affairs Commission, Southwest Minzu University, Chengdu, Sichuan 610041, China

“#Centre for Cryptography, Cyber Security and Digital Forensics, Department of Computer Science and Engineering, The LNM Institute of Information
Technology, Jaipur, Rajasthan 302031, India

Corresponding author: Xiaoguang Liu (21700128 @swun.edu.cn)
This work was supported in part by the Sichuan Science and Technology Program under Grant 2023NSFSC0471, in part by the Fund of the
Guangxi Key Laboratory of Cryptography and Information Security under Grant GCIS202121, in part by the Foreign Experts Program of

Ministry of Science and Technology of China under Grant DL2022186001L, and in part by the Fundamental Research Funds for the
Central Universities of Southwest Minzu University under Grant ZYN2022077.

ABSTRACT The Industrial Internet of Things (IIoT) collects a large amount of data through various types
of sensors and intelligently processes this data using cloud computing, which is flexible, efficient, and
cost-effective. Since IIoT data is stored on the cloud service provider’s server, the data must be encrypted
to protect the user’s privacy. However, the encrypted data faces the search problem, which is usually
solved by Public Key Encryption with Keyword Search (PEKS). In addition, most existing PEKS schemes
are vulnerable to Inside Keyword Guessing Attacks (IKGA). Recently, some certificateless public key
authenticated encryption with keyword search (CLPEKS) schemes have been proposed, which not only
avoid the problems of certificate management and key escrow but can also resist IKGA. However, most
of them rely on the expensive bilinear pairing. To overcome these problems, in this paper we propose a
pairing-free CLPEKS scheme. The security of the proposed scheme is proved in the random oracle model.
The analysis results show that the proposed scheme has better overall performance in terms of computational
cost, communication cost and security properties.

INDEX TERMS Pairing-free, certificateless, searchable public key encryption, security, IIoT.

I. INTRODUCTION

The Internet of Things (IoT) is the integration of sensors,
software, and smart devices [1]. It connects things with
the Internet to realize intelligent identification, positioning,
tracking, and management by sharing environment and status
information in real-time. Nowadays, more applications of [oT
are in the industrial sector, and it is the key to the realization of
intelligent manufacturing [2]. In the manufacturing industry,
IIoT plays an important role in quality control, supply chain
traceability, and overall supply chain efficiency. However,
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storing all raw data on local IIoT devices is not suitable
due to the severely limited energy consumption and storage
space of the end devices. Fortunately, cloud servers can
provide flexible data storage. IIoT collects large amounts of
fragmented data through sensors, and cloud computing can
store and intelligently process this data. This eliminates the
need for users to maintain expensive hardware and dedicated
space. Fig. 1 shows a typical network architecture for
cloud-assisted I1oT.

In recent years, the combination of IIoT and cloud
computing has developed rapidly [3], [4], but because cloud
computing requires users to outsource data to cloud service
providers, users have only partial control over this data [5].
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FIGURE 1. Typical network architecture for cloud-assisted lloT.

The cloud service provider may extract and manipulate the
users’ data because the provider is not fully trustworthy.
In general, to solve the security of outsourced data, IIoT
data should be encrypted before being uploaded to the cloud
server. As such, encryption technology plays a critical role
in protecting the privacy and data integrity of industrial
enterprises. However, common encryption methods have
not addressed the issue of searching for encrypted data.
One undesirable method is for users to download all the
encrypted data and then decrypt the information needed to
search. The computational and communication costs increase
exponentially with the amount of encrypted data, which is
not feasible in practical applications. In 2000, Song et al. [6]
first proposed Searchable Encryption (SE), which was the
first symmetric SE. It allows authorized users to hide queries
without revealing any keywords to an untrusted cloud server.
A vexing problem with it is how to secretly distribute keys
to authorized users [7]. In addition, this interactive scheme
inevitably requires higher computational and communication
cost. To solve these problems, Boneh et al. [8] proposed a
non-interactive scheme, i.e., the first PEKS scheme. It uses
the data user’s public key to generate a trapdoor containing
the ciphertext of the keywords search index and sends it
to the cloud server. The data user then uses his/her private
key to generate a corresponding search query ciphertext and
sends it to the cloud server. Only if the trapdoor matches the
keyword in the query ciphertext will the cloud server return
the corresponding ciphertext to the data user.

Unfortunately, many existing PEKS schemes have been
proven to be unreliable because they are vulnerable to
IKGA [9], [10]. The cloud server can recover keywords
by guessing common keywords offline, as the keyword
space is usually limited. To solve this problem, Huang and
Li [11] proposed public key authenticated encryption with
keyword search. It adds authentication to the data user
compared to general PEKS schemes. Therefore, if the cloud
server is not authorized and it is difficult to start IKGA.
However, most schemes are based on traditional Public Key
Infrastructure (PKI) or Identity Cryptography (IBC) [12].
PKI is not only expensive to spend a lot of cost to manage
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certificates, but also vulnerable to denial of service attacks.
There are several key escrow problems in IBC. Therefore,
Heetal. [13] and Lu and Li [14] respectively proposed
a CLPEKS scheme, which not only solves the problems
of certificate management and key escrow but can also
resist IKGA. However, they rely on expensive bilinear
pairing. Recently, Danial et al. [15] proposed a pairing-free
certificateless authenticated encryption with keyword search
scheme. This scheme is only secure if the two KGC do not
cooperate.

In this paper, we propose a pairing-free CLPEKS scheme
for IIoT. This scheme does not have the certificate manage-
ment problem of PKI or the key escrow problem as it is
based on certificateless public key cryptography (CLPKC).
Notably, the proposed scheme not only does not use costly
bilinear pairing but also can resist IKGA. The main research
contributions are as follows.

o« We propose a CLPEKS scheme that avoids bilinear
pairing with high computational cost. This is important
because IIoT devices are often resource-constrained.

o The proposed scheme can resist IKGA. The reason is
that it adds salt to the trapdoor, and the search frequency
of the keywords is not exposed to the cloud server.
In addition, this scheme allows the data owner to encrypt
the keywords and authenticate the identity of the data
user. Therefore, the cloud server that is not authorized
cannot start IKGA.

o The security of the proposed scheme is proved in the
random oracle model. The analysis results show that
our scheme is more secure, and has better overall
performance, although it doesn’t have the advantage in
communication cost.

Il. RELATED WORKS

To address the problem of searching encrypted data,
Boneh et al. [8] designed the first PEKS scheme, which is
constructed based on bilinear pairing. Since then, many
improved PEKS schemes have been proposed [9], [16], [17].
However, Byun et al. [18] showed that many PEKS schemes
are vulnerable to offline keyword guessing attacks (OKGA).
This is because users typically use common keywords when
searching for documents, and the min-entropy of these
keywords is too low. Therefore, Rhee et al. [19] proposed a
PEKS scheme with a designated tester who restricts the user’s
query conditions to prevent trapdoors from leaking too much
keyword information. Wang et al. [20] pointed out that [19]
cannot resist OKGA from malicious servers. Tang et al. [21]
proposed the public key encryption with registered keyword
search, which requires the data owner to register a keyword
and send it to the user in advance. Although it was shown to
resist OKGA, keyword pre-registration may introduce other
problems. Xu et al. [22] designed the public key encryption
with fuzzy keyword search, where multiple keywords share a
fuzzy keyword trapdoor. However, Liu et al. [23] pointed out
that these schemes can only resist OKGA initiated by external
adversaries, but cannot resist IKGA initiated by internal
adversaries (such as cloud service providers). To address
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this issue, Chen et al. [24] presented a dual-server PEKS
scheme, which requires that the two cloud servers do not
collude. Recently, Lu et al. [25] presented a new certificate-
based searchable encryption scheme. Abdalla et al. [26] com-
bined IBC and PEKS to propose identity-based encryption
with keyword search. Later, Li et al. [27] and Qin et al. [28]
respectively presented identity-based PEKS schemes autho-
rized to users. However, IBC has a number of key escrow
problems because the user’s private key is only generated by
the private key generator (PKG).

In 2003, Al-Riyami and Paterson [29] proposed CLPKC.
In CLPKC, the key generation center (KGC) uses the user’s
identity to generate a partial private key. The user computes
a full private key by combining the partial private key with
a secret value of his/her own choice, so that the KGC does
not know the full private key. Therefore, CLPKC not only
solves the key escrow problem in IBC but also does not
require any digital certificates. In 2014, Peng et al. [30] first
designed a CLPEKS scheme. In 2017, He et al. [13] designed
a CLPEKS scheme for IIoT. In 2018, Ma et al. [31] also gave
a CLPEKS scheme for IIoT, but Zhang et al. [32] found that
the scheme in [31] cannot satisty the trapdoor indistinguisha-
bility. In addition, many pairing-free certificateless CLPEKS
schemes have been proposed, which are more suitable
for IIoT applications. In 2019, Luetal. [33] constructed
a pairing-free certificateless CLPEKS scheme. However,
Ma et al. [34] found that the scheme in [33] is vulnerable
to user impersonation attacks and proposed a new pairing-
free dual-server CLPEKS scheme for cloud-based IIoT. In
2020, Lu et al. [35] found that the keyword is encrypted by
the receiver’s public key in [31], and the adversary can
impersonate the sender to encrypt the keyword and initiate
IKGA. They proposed a privacy-preserving and pairing-
free multirecipient CPEKS scheme. However, the malicious
server can easily compute the user’s private key by accessing
the trapdoor. Recently, [36] and [37] respectively presented a
secure and efficient pairing-free CLPEKS scheme.

Collectively, the existing PEKS schemes typically have the
following limitations: (1) Many schemes have a certificate
management problem or a key escrow problem. (2) Most
of the schemes cannot resist keyword guessing attacks from
internal or external adversaries. (3) Many schemes are based
on expensive bilinear pairing and cannot be practically
applied to lightweight devices.

In this paper, we propose an ECC-based CLPEKS scheme.
Since it is pairing-free, it is lightweight and efficient enough
to be more easily implemented in the IIoT. The scheme not
only satisfies various security performances but also makes it
easy for users to search for encrypted data.

Ill. PRELIMINARIES
A. ELLIPTIC CURVE CRYPTOGRAPHY

The elliptic curve E is a plane curve defined on the prime
finite field IF,, which is generally defined by the Weierstrass
equation

y2=x3+ax+b (1)
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FIGURE 2. Basic system model for the proposed CLPEKS scheme.

with @, b € I, and the discriminant A = (4a* 4 275%) mod
p # 0. The space of points is denoted by E (Fp) which
together with an infinite point O form a group

G = {(x,y) cx,yelF, (x,y) €eE (Fp)} uf{o}. @)

G is a cyclic additive group under the point addition “+”
defined as follows: let P, O € G, and L is the straight line
to E (F,) connecting P and Q. If P = Q, L is the tangent
line to E (F,). Let P+ Q = R, where R is the third point
of intersection of the line / with E (F,). If there is no third
intersection of L with E (Fp), then P + Q = O. The scalar
multiplication over E (IF[,) is computed as follows:

IP=P+ P+ + P times)- (3

B. HARDNESS ASSUMPTION

The security of the proposed scheme is based on the hardness
assumption of the computational Diffie-Hellman (CDH)
problem.

Definition 1 (CDH): Let G be an elliptic curve group of
prime order g. Given the generator P of G and (aP, bP),
it is difficult to compute abP, where a, b € Z(’; are unknown
numbers.

The hardness assumption of the CDH problem is that the
advantage adv®PH (A) can be negligible for any polynomial
time algorithm A, where adv’P"(A) = Pr[A(p, aP, bP) =
abPla, b € Z;].

C. SYSTEM MODEL

As shown in Fig. 2, the system model of the CLPEKS scheme
consists of four entities, namely the KGC, the cloud server,
the data owner, and the data user. Each entity operates as
follows:

1) KGC: It is a trusted entity that generates the public
system parameters and computes the partial private
key by obtaining the identity information of the data
owner/data user.

2) Data Owner: It first extracts the keywords from the
encrypted data and creates an index. It then encrypts
the keywords index using its private key and the data
user’s public key. Finally, it stores the encrypted data
and the keywords index on the cloud server.
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3) Data User: It uses its private key and the data owner’s
public key to generate a trapdoor for the keywords.
It then sends the trapdoor to the cloud server. Finally,
it uses its key to decrypt the returned ciphertext.

4) Cloud Server: An honest-but-curious entity that hon-
estly implements a predefined protocol but is curious
about the stored data information. It is responsible for
testing the trapdoor and keywords index according to
predefined protocols.

The workflow of the system model is given as follows.

1) Setup: KGC initializes public parameters and master
keys according to security parameters.

2) Key generation: After receiving the request from the
data owner or the data user, KGC uses the master key
to generate part of the private key and sends it to the
data owner or the data user. After receiving part of
the private key, the data owner or the data user selects
a secret value as another part of the private key and
synthesizes the complete private key and generates the
public key.

3) Encryption: The data owner first encrypts the data file,
extracts the keywords from the data file and builds
the keywords index. Finally, the ciphertext and the
keywords index are sent to the cloud server.

4) Trapdoor generation: The data user generates the
trapdoor based on the queried keywords and sends it
to the cloud server.

5) Test: The cloud server uses the uploaded trapdoor to
search the keywords index. If no keyword matches,
it returns false. Otherwise, the matching ciphertext is
sent to the data user.

D. FORMAL DEFINITION

The proposed CLPEKS scheme consists of the following
eight probabilistic polynomial-time algorithms.

1) Setup (M\): It takes a security parameter A as input, and
outputs a system master key s and a set of global system
parameters params. The algorithm is run by KGC.

2) Partial-Key-Extract (params, s, 1D;): It takes params,
s, and the user’s ID; as input, and returns a partial
public/private key (R;p;, dip;). The algorithm is
performed by KGC. Here, ID; may be is the identity
ID,, of the data owner or the identity /D, of the data
user.

3) Set-Secret-Value (params, 1D;): It takes params and a
user’s ID; as input and returns a secret value x;p,. The
algorithm is executed by the user.

4) Set-Private-Key (params, 1D;, dip,): It takes params,
auser’s ID;, and djp, as input, and outputs a complete
private key SK;p,. The algorithm is run by the user.

5) Set-Public-Key (params, Rip,, 1D;, xip;): It takes
params, a partial public R;p,, a user’s ID;, and x;p, as
input, and outputs a public key PK;p,. The algorithm is
run by the user.

6) Encrypt (params, w;, SKip,, PKip,): It takes params,
the keyword w;, SK;p,, and PKjp, as input, and outputs
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the ciphertext C of the keyword w;. The algorithm is
executed by the data owner.

7) Trapdoor (params,w, PK[p,, SK|p,): It takes params,
a search keyword w, PK;p,, and SK;p, as input and
returns the trapdoor 7,,. The algorithm is executed by
the data user.

8) Test (params, Ty, C, PKip,, PKp,): It takes params,
the trapdoor T, the ciphertext C, PK;p,, and PKjp,
as input, and outputs 1 if C and T,, contain the same
keyword. Otherwise, it returns 0. The algorithm is
executed by the cloud server.

E. SECURITY MODEL

The CLPEKS scheme is semantically secure for indis-
tinguishability against chosen keyword attacks (hereafter
referred to as IND-CLPEKS-CKA), defined as follows.

In CLPKC, the adversary can query the partial and full
private keys of the chosen identity. However, there is no
public key certificate, so the adversary can replace the user’s
public key. Therefore, CLPKC divides adversaries into Type I
adversary A; and Type 1I adversary Aj. A; simulates an
honest but curious cloud server or malicious user, who does
not know the master key s, but it can replace the user’s
public key at will. Aj; simulates a malicious KGC that knows
the master key s, but it cannot replace the user’s public
key. According to two different adversaries, .A; and Ay in
CLPKG, the game between the challenger C and the adversary
is also divided into two types to define the security model of
the proposed scheme, which are described separately below.

Game 1: Game 1 is the interaction between C and A;.

1) Setup: This takes a security parameter A as input, and
C sends the public system parameter params to Aj. C
keeps the master key s secret.

2) Hash-Query: A; is allowed to adaptively query the
oracle and gets the hash value queried.

3) Partial-Key-Extract-Query: A; selects an identity ID;
as input, C runs the Partial-Key-Extract algorithm
and returns the partial public/private key (R;p;, dip;)
corresponding to identity I1D; to A;.

4) Private-Key-Extract-Query: A; chooses an identity 1 D;
as input. If the public key of the identity /D; has not
been replaced, C runs the Set-Private-Key algorithm
and returns the complete private key corresponding to
ID; to Aj.

5) Request-Public-Key-Query: A; selects an identity ID;
as input, C runs the Set-Public-Key algorithm and sends
the public key PK;p, corresponding to the identity ID;
to Ay.

6) Replace-Public-Key-Query: A; is allowed to use the
public key PK) p, of its choice to replace the original
public key PKjp, of the identity /D;.

7) Trapdoor-Query: A; submits a keyword w for query, C
runs the Trapdoor algorithm and sends the correspond-
ing the trapdoor T, to A;.

8) Challenge: A; generates two challenge keywords
(wp, wi) and an identity ID* that wants to be chal-
lenged. The identity ID* is not allowed to be an identity
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TABLE 1. Notations.

9)

Notations Description Notations Description
q large prime order G the cyclic additive group
P large prime order P Generator of G
A security parameter () random number
s system master key dg,) partial private key
ID( identity R partial public key
PK(,) public key He, hash function to point in Zg
SK(, private key X1 the x-coordinate of point kP
Fp the prime finite field y1 the y-coordinate of point kP

that has executed Private-Key-Extract-Query, nor is it
allowed to be an identity that has executed Replace-
Public-Key-Query and Partial-Key-Extract-Query. The
challenger C randomly selects y € {0, 1}, executes the
Encrypt algorithm to generate ciphertext C*, and sends
it to A;. If the ciphertext cannot be generated, then A;
fails in this game.

Guess: Aj enters its guess, which is a bit ' € {0, 1}.
If y’ = y, then A; wins the game. The advantage of .A;
is defined as Adv(A;) = \Pr [y’ = y] — 1/2|, where
Pr[y’ = y] is the probability of y’ = y.

Game 2: Game 2 is the interaction between C and Ay;.

1y

2)
3)
4)

)

6)

Setup: It takes a security parameter A as input, C sends
the generated system parameter params and the master
key s to Ajr.

Hash-Query: These are the same queries as in game 1.
Fartial-Key-Extract-Query: These are the same queries
as in game 1.

Trapdoor-Query: These are the same queries as in game
1.

Challenge: Ay generates two challenge keywords
(wp, w1) and an identity ID* that wants to be chal-
lenged. The identity ID* is not allowed to be an
identity that has executed Partial-Key-Extract-Query.
The challenger C randomly selects y € {0, 1}, executes
the Encrypt algorithm to generate ciphertext C*, and
sends it to Ay;.

Guess: Ay inputs its guess, which is a bit ' € {0, 1}.
Ay wins the game if ' = y. The advantage of Ay is
defined as Adv(Ay) = [Pr[y’ =y]—1/2|.

Definition 2: The CLPEKS scheme is IND-CLPEKS-
CKA secure if the advantages Adv(A;) and Adv(Ajy) can be
omitted.

IV. THE PROPOSED CLPEKS SCHEME

In this section, we will give a CLPEKS scheme based on
CLPKC. The scheme does not need the expensive bilinear
pairing. The notations used in this paper are given in
Table 1. The proposed CLPEKS scheme consists of eight
polynomial-time algorithms as follows. We denote the data
owner’s identity as /D, and the data user’s identity as ID,,.

1y
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Setup()): Given a security parameter A\, KGC selects
a cyclic group G of prime order ¢ on the elliptic
curve E (Fp), where p is the scale of the finite field
F,. Let the base point P be the generator of G.
KGC chooses a random number s € ZZ as the
master key, and sets the master public key Ppup =
sP. Then, KGC selects three secure hash functions

2)

3)

4)

5)

6)

Hi:{0,1}* x G — Z(’;, H>:{0,1}* — ZZ,
and H3:{0,1}* x G x G x G — ZZ. Finally,
KGC releases the system parameters params =
{E (F,).p.q.G, P, Py, Hi, Hy, H3} and keeps s
secret.

Partial-Key-Extract(params, s, ID;): Taking an
entity’s identity ID; € {0, 1}* (ID; may be ID, or
ID,) as input, KGC selects a random number rjp, €
ZZ, computes R[D[ = I"[D[P, oip; = H, (ID,',R[Di),
and extracts dp, = rp,+sarp; (modp) as the partial
private key. KGC returns a partial public/private key
(Rip;, dip;) to the entity. The entity can be the data
owner or the data user.

Set-Secret-Value(params, 1D;): The entity generates a
random number x;p, € Z; as its secret value.
Set-Private-Key(params, I D;, dip,): Taking the partial
private key dyp, and the secret value x;p, as input, the
entity generates SK;p, = (x/p,. dip;) as its complete
private key.

Set-Public-key(params, Rip,;, ID;, xip,): Taking the
partial public key R;p, as input, the entity computes
Pip; = x1p,P, and generates its full public key PK;p, =
(P[Di’ R[Di)’

Encrypt(params, w;, SKip,, PKip,): Let a set of
keywords W = {w;|1 < i < n}. Taking params, SK|p,,
and PK;p, as input, the data owner encrypts the

keyword w; € W as shown below:
a) Generates a random number k£ € ZZ and

computes kP = (x1,y1),c1 = x; modp.If c; =
0, the data owner chooses another random number
k and re-executes the above process.

b) Computes the authorization tokens
Zﬁou = H3 (au()uv ]Dav PIDos RIng ]Duv
Pip,. Rip,) . “)
2 = Bou (Pip, + Rip, + @ip,Ppup) . (5)
where
augy = (XIDU + dIDU) (PIDM + Rip, + aIDuPpub)
= (xip, +dip,) (xip, + dip,) P- (6)
¢) Computes
c3

= kil (HZ (wi) + Bouct (xID0+d[Do)) mod p.
@)

If ¢c3 = 0, the data owner chooses another random
number k and re-executes the above process.
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Finally, the data owner sends the ciphertext C =
(c1, ¢, ¢3) to the cloud server.

7) Trapdoor(params, w, PKip,, SKip,): Taking params,
a search keyword w, PK;p,, and SK;p, as input, the
data user computes the trapdoor 7, as follows:

a) Generates a random number r, € Z;, and sets
t1 = ry. If r, = 0, the data user selects another
random number r,,.

b) Computes the authentication tokens

2Bu0 = H3 (auu()v ID,, PIDU,RIDO’ ID,,
Pip,. Rip,) . 3
12 = Buo (Pip, + Rip, + a1p,Ppuv) . (9)

where

2auy, = (xip,+dip,) (Pip, +Rip, +aip, Ppub)
= (xip, +dip,) (xip, +dip,) P.  (10)

¢) Computes

263 = (14 Buo (W10, +din,)) ™ (Ha (w—)
1 (xip, + dip,)) mod p. (11)

If 3 = 0, the data user selects another random
number r, and re-executes the above process.
Finally, the data user sends T,,= (t1, f2, #3) to the
cloud server.

8) Test(params, T,,, C, PKip,, PKip,): Taking params,
Ty, C, PKip,, and PK;p, as the input, the cloud
server will compute the elliptic curve point (x; , y’l) =
;' (3P + 11 (Pip, + Rip, + a1p, Pup) + 13¢2)  +

cicy ]tz and checks whether ¢; = xi is true. If the
equation is true, it outputs “1”’. Otherwise, it outputs
640,7.

Correctness: Let T, be the trapdoor of the keyword w, and
w; be the keyword contained in the ciphertext C. If w =
wi(i € {1, 2, --- , n}), then the equation (12), as shown at the
bottom of the next page, is true. So, we can see that only if
Hj (w) = Hy (wy), the correct elliptic curve point (x{, y;) can
be computed.

V. SECURITY ANALYSIS

In this section, we will prove that the proposed CLPEKS
scheme is provably secure in the random oracle model.
Theorem 1 can be derived from Lemma 1 and Lemma 2.

Theorem 1: In the random oracle model, when the CDH
problem is hard, the proposed CLPEKS scheme is semanti-
cally secure for IND-CLPEKS-CKA.

Lemma 1: Suppose that the adversary .4; breaks the
non-interactive CLPEKS scheme for IND-CLPEKS-CKA
with a non-negligible advantage . A; performs at most
qn; (i =1,2,3), qpp, Gre, and g, times H; (i = 1, 2, 3)-Query,
Partial-Key-Extract-Query, Private-Key-Extract-Query, and
Trapdoor-Query, respectively. We use the ability of A; to
construct a polynomial time-bounded algorithm C to solve the
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CDH problem with an advantage

e 1 IpptQqketq1
o> —(1 _ —) RN
4qH,9H,4H; qH,

Proof: Suppose that in the polynomial-time 7, the
challenger C first gives the generator P of a group G. Next,
C chooses two random numbers a,b € Z}. Finally, C is
given an instance (aP, bP) to compute the CDH problem, and
constructs a simulator S (S acts as the challenger C in the
game) to compute cP = abP mod n. [ ]

1) Setup: S runs Setup, sets the system public key P, =
aP, but cannot compute the value of a. In addition,
S randomly chooses ID; (1 <1 < qu,) as the chal-
lenger identity. Finally, S generates system parameters
params = {E (Fq) . q, G, P, Py, Hy, Hy, H3}, and
then sends params to the adversary A;. S responds to
the query from A; as follows.

2) Hi-Query: S holds a list called Ly, , which contains a
tuple of the form (/D;, o, Ryp,). A queries Hy (ID;),
if identity /D; already exists in the list Ly, combina-
tion, S outputs ¢; to A;. Otherwise, S selects a random
number «; € Z;‘;, and adds the tuple (ID;, o;, Rip,) to
the list Ly, , then returns Hj (ID,-, R,Di) = o; to Aj.

3) H>-Query: S holds a list Ly, containing a tuple of
the form (w;, Hy (w;), hi). Aj queries Hy (w;), if the
identity I D; already exists in the list Ly, combination,
S outputs hjp to Aj. Otherwise, S chooses a random
number hjp € Z;’;, and adds the tuple (w;, H» (W), hip)
to the list Ly, , then returns H (w;) = hj to A;.

4) Hz-Query: S holds a list called Ly, containing a
tuple of the form (au;, ID;, Pip;, Rip;, Ppub, Bi). If the
identity ID; already exists in the list Ly, combi-
nation, S outputs B; to A;. Otherwise, S chooses
a random number B; € Z,’;, and adds the tuple
(a”ileivplD,-leD,-’Ppuba Bi) to the list LH3, then
returns H3 (au,-, ID;, PIDl‘sRIDl‘s ID,, PID,,vRID(,) = Bi.

5) Fartial-Key-Extract-Query: S holds a list Ly, contain-
ing tuples of the form (I D;, R;p,, dip,). Inresponse to a
query from A; for the partial public/private key of the
identity ID;, S executes Hi-Query and the following
steps.

a) If ID; # 1ID;, S selects random numbers
a;, dip; € Z, and computes the partial public key
Rip;, = dip;P — a;Ppu». Then S adds the tuple
{(ID;, a;, Rp;) into the list Ly, adds the tuple
(ID;, Rp;, dip;) into the list L,,, and returns the
partial public/private key (R;p;, dip;) to A;.

b) Otherwise, S aborts (This event is denoted as E).

6) Private-Key-Extract-Query: S holds a list Ly con-
taining tuples of the form (ID;, x;p,, Pp,). When A;
inputs the user’s ID;, S executes Partial-Key-Extract-
Query and the following steps.

a) If ID; # IDy, S selects random numbers x7p, €
ZZ as the secret value and computes P;p, =
xrp;P, adds them to the tuple (ID;, xip,, Pp,)
of the list Lg,. Then & queries the tuple
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{(ID;, Rip;, dip;) from the list L, sets the private
key SKip;, = (xID,., dID,-) and returns it to A;.
b) Otherwise, S aborts (This event is denoted as E3).

7) Request-Public-Key-Query: When A; queries the pub-
lic key of the identity ID;, S searches the lists L,
and Ly, containing tuples of the form (ID;, Ryp,, dip;)
and (I D;, xip,, Pip,) respectively. S sets the public key
PKp, = (RID,-» P]Dl.) and returns it to A;.

8) Replace-Public-Key-Query: A; makes a replace
public key query that can replace the user’s
public key (R;p;, Pip;) with the random values
(R} b P D,-) . Then, S updates the corresponding tuples
(IDi,R}Di, dip;) and (ID;, xip,, P}Di) of the lists Ly,
and Ly,, respectively.

9) Trapdoor-Query: A; makes a trapdoor query by
inputting the keyword w; and the identity I D;. If ID; =
IDy, S aborts (This event is denoted as E3). Otherwise,
S performs the following steps to respond:

a) Selects a random number #;; € Z;. S searches
for three tuples (au;, ID;, PID," RID," Ppub: Bi),
{(ID;, Rip,;, dip;) and {ID;, x;p;, Pip;) from the
lists Lp,, Ly, and Ly, respectively. S sets
auj = (xip, +dip;) (Pip, + Rip, + @1, Ppub)
and adds it to the list Ly,, computes tp =
Bi (Pip, + Rip, + i, Poub)-

b) Recovers (w;, Hy (w;), hpp) from list Ly,, and
sets 13 = (14 Bi (xp, +d1D,-))71 (hip —
ti1 (x1p; + dip;)), then outputs the search index
Ty,=(ti1, tia, 113).

10) Challenge: Using the identity ID*, A; first generates
two challenge keywords (wp, wi) and sends them to S.
If ID* # IDy, S aborts (This event is denoted as Ej).
Otherwise, S performs the following steps to respond:

a) Selects randomly y € {0, 1}, searches the tuples
(wo, Hy (wo) , hoz) and (wy, Hy (w1) , hi2) from
list Ly, .

b) Sets bP = (x1,y1), and Cly = X1.

c¢) Searches the tuple (au;, ID;, Pp,, Rip;, Ppup, Bi)-
If ID; from Lp,, and computes czy, =
Bi (Prp; + Rip, + a;aP).

d) Selects a random number c3, € Z;‘;, and returns
the ciphertext C, = (c1y, c2y, €3,) t0 Aj.

11) Repeat-Trapdoor-Query: A; can continue to issue
trapdoor query for the keyword w; (i # 0, 1), where
this stage has the same restrictions as the trapdoor
query. Let Es define the event that A; does not query
wi.

12) Guess: A;j inputs its guess y’ to the simulator S. It is
known that Py, = aP, bP = (x1,y1). If O; =
H3 (au;, ID;, Pip, Rip;, ID,, Pip,.Rip,) (xip,bP +
r1p,bP + a;bPp,p), A; will win the game, the reason
is that S can compute Z = o; 1t._1
(h,sz — 13Q; — tizbP — t,lb (P[D + Rip; )) = abP.
Otherwise, Z is a random element in the cyclic group
G.

Analysis: We construct a simulator S to solve the CDH
problem with the advantage &’. It must be satisfied that the
game does not abort with a high probability. If all events
E;(i=1,2,3,4,5) do not occur, then S does not abort.
Therefore, we have

Pr[—E] = Pr[—E| A —mEy A =E3 A —E4 A —E5]
1 Q1)p+qke+qr 1
= (1 — —) —_— (14)
qH, qH,

Then, the advantage of S is ‘Pr [y/ = y] — % ,

Pr[y =y]
=Pr[y =y AE]|+Pr[y =y A—E]
=Pr[y' = y|E]|Pr[E]+Pr[y’ = y|E]|Pr[—E]

1 1
= 5 (1= Pr[=E]) + (s + 5) Pr[~E]

= %+8PI‘[“E]. (15)

Thus,

1
Pr[y’=y]—5‘ = ¢ Pr[—E]. (16)

The probability that S executes a hash query H; (i = 1, 2, 3)
is at least qu. Therefore, we have summarized the probability

i

3 (1P + 11 (Pip, + Rip, + @1, Poub) + 13¢2) + c1¢5 12
= c3—1 (l‘3P + ()C[DMP + rip, P+ SO!/DMP) + 13804 (P[Du +Rip, + alDuPpub)) + C1C3_1t2
= C3_1 (I3P + 1 (XID,, + dIDu) P+ 138, (XID,, + dID,,) P) + C]C3_1,3,w (PID,, + RIDO + aIDOPpr)

C§] (t3 (1 4 Bou (x1p, + din,)) P+ 11 (x1p, + din,) P) + c1c§'ﬂuu (x1p,P + rip,P + sarp,P)

! ((H2 wi) — 11 (x1p, +dip,)) P+ 11 (x1p, + dip,) P) + Clcg_lﬂuo (xrp, +dip,) P

= Ca_lHZ (wi) P+ Clcg_l,Buo (xrp, +dip,) P
=5 (Hy W) + ¢1Buo (xip, + dip,)) P
—k'P

= (x1,)
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that S solves the CDH problem (and successfully guesses
y’ = y) as follows:

1 e 1 Gppt+Qqket+q:
g > EPr[—-E]z—(l——) .
4H,qH; 4H,9H,4H3 qH,
(17)

Lemma 2: Assume that the adversary A;; wins the
non-interactive CLPEKS scheme for IND-CLPEKS-CKA
with a non-negligible advantage ¢. Ay performs at most
qu; (i=1,2,3), qpp, and ¢q; times H; (i =1, 2, 3)-Query,
Partial-Key-Extract-Query, and Trapdoor-Query, respec-
tively. We use the ability of A;; to construct a polynomial
time-bounded algorithm C to solve the CDH problem with an

advantage

e 1 (Il)p“rqr

¢ > —(1 - —) . (18)
4H9H,4H3 qH,

Proof: Suppose that in the polynomial-time 7, the
challenger C first gives the generator P of a group G. Then,
C chooses two random numbers a,b & Zj;. Finally, C is
given an instance (aP, bP) to compute the CDH problem, and
constructs a simulator S to compute cP = abP mod n. |

1) Setup: S runs Setup, generates a random number s as
the master key, and then sets P, = sP and Pp, =
aP. In addition, S randomly chooses 1Dy as the chal-
lenger identity. Finally, S generates system parameters
params = {E (]Fq) 4, G, P, Ppyp, Hy, Hp, H3}, sends
Prp, and params to adversary A;r. S responds to query
of Ay as follows.

2) H;-Query: S maintains a tuple (ID;, o;, Ryp,) in the list
Ly,. Ay queries Hy (ID;), if the identity ID; already
exists in the list Ly, combination, S outputs «; to
Ajr. Otherwise, S selects a random number «; € Z;,
and adds the tuple (ID;, o;, Ryp;) to the list Ly,, then
returns o; to Ay.

3) H>-Query: S maintains a tuple (w;, Hy (w;), hjp) in the
list Ly, . Apr queries Ha (w;), if the identity 1 D; already
exists in the list Ly, combination, S outputs A to Ay.
Otherwise, S chooses a random number A € Z*, and
adds the tuple (w;, Hy (W), hj2) to the list Ly,, then
returns A to Ay.

4) Hz-Query: S maintains a list Ly, with tuples
(au;, ID;, PID,~7 RlD,'y Ppuba Bi). If the identity 1D;
already exists in the list Ly, combination, S outputs
Bi to Ajy. Otherwise, S chooses a random number §; €
ZZ, and adds the tuple (au;, ID;, Pp,, Rip;, Ppub, Bi)
to Ly, then outputs S;.

5) Partial-Key-Extract-Query: S holds a list L, contain-
ing tuples of the form (ID;, Rip;, dip,). When Ay
inputs the user’s ID;, S executes the following steps:

a) If ID; # 1Dy, S selects random numbers r7p, €
Z; and computes the partial public key R;p, =
rip,P, and the partial private key dyp, = rip,+sa;.
Then S respectively adds R;p, to Ly, and djp, to
Lyp, returns (Ryp,, dip,) to Aj.

b) Otherwise, S aborts (This event is denoted as E1).
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6) Trapdoor-Query: Ajp makes a trapdoor query by
inputting the keyword w; and the identity I D;. If ID; =
ID;, S aborts (This event is denoted as E;). Otherwise,
S performs the following steps to respond:

a) Selects v, ;1 € Z; randomly, searching for
the lists Ly, and L), respectively. S computes
auj = (v+dip,) (Pip, + Rip, + 2, Poub)
and adds it to the list Ly,, sets fp =
Bi (Pip, + Rip, + i, Poub)-

b) Recovers the tuple containing the form (w;, H,
(w;) , hjp) from the list Ly, , computes #;3 =
(L+Bi(v+ dID,-))_l
(hl'z — 1t (v + dID,-)), and outputs the search
index Ty, = (t;1, 122, 1i3).

7) Challenge: Ay first generates two challenge keywords
(wp, w1) with identity ID* and sends them to S.
If ID* # 1Dy, S aborts (This event is denoted as E3).
Otherwise, S performs the following steps to respond:

a) Selects randomly y € {0, 1}, and searches the
tuples (wo, Ha (wo) , ho2) and (wy, Hy (1) , h12)
from list Ly, .

b) Computes bP = (x1, y1), let c1, = x1.

c) Lets au,, = au;. Then, S computes ¢, =
Bi (Prp; + Rip, + isP).

d) Selects a random number c3, € Z;‘;, and returns
the ciphertext C, = (c1y, c2y, ¢3y) to Ajy.

8) Repeat-Trapdoor-Queries: Aj can continue to issue
trapdoor queries for the keyword w; (i # 0, 1), where
this stage has the same restrictions as trapdoor queries.
(Let E4 define the event that .4;; does not query w;).

9) Guess: At the end, the adversary Ay inputs its guess
y’ to the simulator S. It is known that Pip, =

aP, bP = (x1,y1). If Qi = vbP + bPID,- +

bRip, + a;sbP, S easily computes Z = tl]l(t,ng +

ti3Bib (VP +rip,P + Ol,'sP) + t11Q; — hipbP) = abP,

then A;; wins the game. Otherwise, Z is a random

element in the cyclic group G.

Analysis. We make a simulator S to solve the CDH

problem with the advantage &’. It must be satisfied that the

game does not abort with a high probability. If all events

E;(i=1,2,3,4) do not occur, then S does not abort. Thus,

we have

Pr[—E] = Pr[—E| A —=Ey A =E3 A —E4]
1\t |
= (1 — —) —. (19)

qH, qH,

Next, the advantage of S is ’Pr [y’ = y] - %), where

Pr[y’ =]
=Pr[y' =y AE|+Pr[y =y A—E]
=Pr[y’ = y|E]Pr[E]1+Pr[y' = y|E] Pr[—E]

1 1
=5 (L= Pr[=E]) + (s + E) Pr[—E]

= % + e Pr[—E]. (20)
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TABLE 2. Comparison of security properties.

Scheme Security properties
Pf Nc¢ Nk Au OKGA IKGA
11 x 4 X Vv Vv Vv
13 x VoV v
15 v vV Y v
31 X VWV X Vv X
33 vV v VvV X X
34 v vV v
35 vV vV VX X
36 v vV v
Ours v v VY v
/—supported, x —not supported
TABLE 3. Running time of operators (ms).
Notation Definition Time
Ty The time cost of a general hash function 0.007
Thp The time cost of a hash function map-to-point 5.493
Tom The time cost of a scalar point multiplication 2.165
Tpa The time cost of a scalar point addition 0.013
Tpp The time cost of a bilinear pairing 5.427
Hence,
, 1
Pr(y =y]—E = ¢Pr[—E], (21)
where ¢ is non-negligible. S has at least —— probability

of performing the hash query H; (i =1, 2,q§3. Therefore,

we have summarized the probability that S solves the CDH
problem as follows:

1 qpp~+ar

S (1 - _) |

4H,9H,9H3 qH,

g >

- qH,49H;

ePr[—E] =
(22)

VI. PERFORMANCE ANALYSIS

In this section, we will analyze the performance of the
proposed CLPEKS scheme from three aspects: security prop-
erty, computational cost, and communication cost. We will
compare the results of our scheme with [11], [13], [15], [31],
[33], [34], [35], and [36].

A. SECURITY PROPERTY

We denote pairing-free, no certificate, no key escrow,
authentication, offline keyword guessing attacks, and inside
keyword guessing attacks as Pf, Nc, Nk, Au, OKGA, and
IKGA, respectively. We can see from Table 2 that [11], [13],
and [31] all depend on the costly bilinear pair. Reference [11]
has the key escrow problem. Reference [31] has identity
authentication flaws during cloud testing. References [33]
and [35] cannot resist OKGA. References [31], [33], and [35]
cannot resist IKGA attack. References [15], [34], and [36]
and our scheme satisfy all security properties.

B. COMPUTATIONAL COST

In our scheme, we use the execution results in [13] to simulate
and estimate the running time. The simulation environment
is a Dell computer with an 15-4460S 2.90Hz processor, 4GB
memory, and Windows 8 OS, and it uses the MIRACL library.
The Tate pairing operation defined over the supersingular

elliptic curve E (Fq) : vy = x* 4+ x with a finite field
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Trapdoor Test

IF, of order p is used. In Table 3, we excerpt the definition
and running time of the operators, the symbols T}, Tpp, Tpm,
Tpa, and Tj, respectively denote the general hash function
operation, the hash function mapping to point operation, the
scalar point multiplication operation, the scalar point addition
operation, and the bilinear pairing operation. Their running
times are 0.007 ms, 5.493 ms, 2.165 ms, 0.013 ms, and
5.427 ms, respectively.

We have summarized the computational cost of the nine
schemes in Table 4 and Fig. 3. In the KeyGen algorithm,
our scheme has the same running time as [13], which is
55.85% and 33.23% less than the running time of [31]
and [34], respectively. The Encrypt algorithm of our scheme
is 34.75%, 34.07% and 14.08% more than the running time
of [33], [35], and [36], respectively. The Trapdoor algorithm
of our scheme is 1%, 1.21% and 51.22% more than the
running time of [15], [34], and [35], respectively. Compared
with [11], [13], and [31], the running time of our scheme in
the test algorithm, is reduced by 0.31%, 14.08%, and 29.78%,
respectively.

The key generation algorithm and Test algorithms are
usually performed by KGC and cloud servers, whose resource
is considered adequate. Reference [33] cannot resist IKGA
and OKGA. The total time consumption of the Encrypt
algorithm and Trapdoor algorithm of [15], [34], and [36], and
ours is 17.381 ms, 28.262 ms, 19.674 ms, and 15.339 ms.
Therefore, our algorithm has a better computational cost for
data owners and users with limited resources.

C. COMMUNICATION COST

For the communication cost, we will give the comparison
results of the nine schemes. We use the symbols PK, CT, and
TD to denote the sizes of the public key, the ciphertext, and
the trapdoor. To achieve an 80-bit security level, we have large
prime numbers p and g of 160 bits and 512 bits, respectively.
The length of the elements in G and Gr are 1024 bits and
512 bits, respectively. At the same security level, we assume
that the length of the element in Z; is 160 bits. Table 5 and
Fig. 4 show that for the PK, the communication cost of the
proposed scheme is 50% higher than that of [11] and [36].
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TABLE 4. Computational cost comparison (ms).

Scheme  KeyGen Encrypt Trapdoor Test

[11] 2Tpm = 4.33 Thp +4Tpm = 14.153 Thp + Tpm + Tpp = 13.085 Tpm + 2T, = 13.109

[13] 2Ty + 4Tpm = 8.674 Thp + 2T + 5Tpm + 3Tpa Thp + 2Th + 3Tpm + 2Tpa 2Tpm + 2Tpa + 2Ty, = 15.21
=16.371 +Tpp = 17.455

[15] Ty, + 3Tpm = 6.502 3Ty + 5Tpm + Tpa = 10.859 2T}, + 3Tpm + Tpa = 6.522 Tpom + Ty = 2.172

[31] 2Tyhp +4Tpm = 19.646 3Ty, + Ty +4Tpm + Tha Thp + Tpm + Tpa = 7.671 2Thp + Th + Tpm + 2Tpa
+3Typ = 41.433 +Tpp = 18.611

[33] 2Tpm = 4.33 3Tpm = 6.495 —— Tpm = 2.165

[34] 6Tpm = 12.99 10Tpm + 8Tpa = 21.754 3Tpm + Tpa = 6.508 3Tpa + 4Tpm = 8.699

[35] 2Ty, + 2Tpm = 4.344 Ty + 3Tpm + 2Tpa = 6.528 2T pm + 2Tpa = 4.356 Ty +2Tpm = 4.337

[36] 2Tpm = 4.33 2Ty + Tpm + Typ = 7.672 2Th + 3Tpm + Typp = 12.002  2Tpm, = 4.33

Ours 2Ty, +4Tpm = 8.674 2Ty +4Tpm +6Tpa =8.752 2Ty, + 3Tpm + 6Tpa = 6.587 6Tpm + 5Tpa = 13.068

TABLE 5. Communication cost comparison (bits).

Scheme  Size of PK Size of CT Size of TD
11 |G| = 1024 |G|+ 1Z5] = 1184 Gr| =512
13 2|G| = 2048 2|G| = 2048 Gr| =512
15 2|G| + |Zg5) = 2208  2|G| = 2048 Z;\ = 160
31 2|G| = 2048 |G|+ 23] = 1184 G| = 1024
33 2|G| = 2048 |G| + |Z(*1| =1184 Z;\ = 160
34 6|G| = 6144 2|G| = 2048 2|G| = 2048
35 2|G| = 2048 G| + 3|25 = 1504 |G| + |ZZ| = 1184
36 |G| = 1024 |G| + 25| = 1184 G|+ |Zy| = 1184
Ours 2|G| = 2048 |G| + Q\Z;\ =1344 |G|+ 2|Z(§| = 1344
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